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Page (4), column 6, line 39 - Page (5), column 7, line 8 

[0006] According to the present invention, a key manager divides a secret key 

S into a plurality of pieces of secret data SI to Sn, loads at least one of the 
divided pieces of secret data Si on a storage medium (including one having a 
calculation function such as an IC card), and delivers the storage medium to a 
key user off-line. As to the rest of the divided pieces of secret data, they are 
sent to said key user on-line only when said key user is authenticated based on 
authentication data AS generated based on the secret data Si and identification 
data ID given to said key user. 

[0007] In this way, even if the storage medium distributed off-line is stolen by 

an unauthorized person, it does not mean that the unauthorized person has 
obtained all the pieces of secret data SI to Sn that are indispensable to decrypt 
the secret key S. Likewise, even if the secret data sent on-line is stolen by an 
unauthorized person, it does not mean that the unauthorized person has 
obtained all the pieces of secret data SI to Sn that are indispensable to decrypt 
the secret key S. This makes it possible to reduce the possibility of secret key 
data being stolen while it is being distributed, and thus to improve the security 
of encrypted communication. 
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Page (7), column 11, lines 27-32 

[0050] When the key user is authenticated by the above described 

authentication process, the encrypting/decrypting section 103 in the key 
manager device 100 encrypts the secret data S2 using the secret data SI as a 
key. The communication section 107 in the key manager device 100 sends the 
encrypted secret data S2 to the key user device 200 via the communication line 
400. 
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3 k j: , eetims 1 urieanMRs 2 £hs^ 

*W«. -ebr. jHl»10 7KJ:5, «f#ffc3ti&» 
MUSS 2 4, a«E«4 0 0*^0r, ttHfll3£S 

2 0 0 KgfflTf*. 

[0051] mmmmzo 0 b, e^tstifc^ 

fll«S2 43EWIR5i. Cft4f1-SaSftgtti*ietg4g#3 

3 0 OB, «a#ftfl{3 0 1 KJ: 0, «HHb3*ifctt« 
3 0 3K»ttT5. 36tC, «»SB 3 0 2 fc J: 0 , & 

mtsntcmms 2, *s=k^£@g«$Bs 1 **k. 

tt*«S*flt7c'U ^*'J30 3K&*frr£„ 

[ 0 0 5 2 ] &tc mmmmm z 0 0 », nwm#© 

JgijWCOfciM,*, tflMMOTtflBWft#3 0 0*6igtt 

1 0 0 tomv, ±.mtmm<D&Mit£*)®m$m&ft 

5. 

[005 3] aft, R S A*g£*Kt>&lftdtl. _fcJE 

© (»2) , <»3) (c*ti»r, s tea** 
S*Bl»titfJ:t». iA3tf^JWKMS*ffll»*» 
£fCB, ±B© («5) , («7) K4H,»r, S '©ft 



[0054] ^W#^ISS$ ft £ i , 1 

0 0 B. miosis 1 0 5 tc i 0 , smi 
s*ffli>fciMetc»r«sai*iAfiHR <fS£tim> 

*£jSU Ctl*^*'J 1 OBK«aft-j"«. C©t»fB 

b, %mmmM%^®w&m$-icmbxmmztiz>. 

10 [0 05 5] ±35©«iaK J: 0 , ttKIffi$tc«ff ft S # 

^•ctt$8ffi^i©ra-ea«W4tf-9fcti{c. -£©#* 

[0 05 6] CC-C, ftW®#4tfm3&$*4#l3— C 

&sift^tcft^s, ftffjm^fti^ttffis^M^Bi^ 

«c, tt$»#£>g5 0 0 B, ft«a«^S 1 0 OCCJ; 

20 ©sws^s 2 o o 4 ©ra-c. «raift*ff 5 . 

[0 057] *IHS3]5IS-Cii, ftfttffi. ttBM s 4 
MWRS 1. S 2 ««MWU ttfflffttS 1 4§eftSSffr 
( I C#- F«DtWttttft»eit«#«dtr) (Cffitt 

WIHflS 2 fc-^Ttt. tt«flM|SlftJ:C«WiJffl#{c 
#^S*ite«g(flMllI DftStcfffiELfciBaEWaASK: 

> v Y > "CaSgT -5 «t 5 tc L T t »5 . 
[0 058] C©J;5tC-r-5C4"C, fc4A, 
30 >T^L.?dEtt«l##cf;jE#KJS«S*ifc4U-C«>, 

a-r-<r©«5S^iRS i , s 2 tws-rs c 4*>t?*«c 

d4j5ir*5. 

[ o o 5 9 ] *^g^sg{cftt,>r, ft«a«$ia 

1 0 OB, «««$BS lft±c«fcWffl*R:fr^3hfc« 

sffiHK i d zmwrn bttwmmA s k j: o ^j^s 

40 asBBSUfcJI^ ^Jffi«$IS2 0 0(C, if^tSffiS 
24, iMffWisi^nturiii^tl/raHtu 
ffl^S2 0 0B. WWft3tifc8«fll«S2*. *£g 
WSIS 1 4«4 Lra-^ftb. fX^«4»ffiflHRS 1 
4 4StC, 8W«Sfta?cLri,iS. COi^KfSC 

4-c, mmts2**>54>'v$&fc*&mfDk**. 
[ooBo] aft, jjBonawesrct*, tfams « 2 

•o©*Mtf$8Si, S2«c^a(1-^^{coi i r^L 
50 a < , ^ffiffiS 4^a < 4 fc 2 Sl-Sn 



C8) 
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4<i6l-3**77^TIBi;L «9«aiigtt« 
ffio-C, *>7-f>-eiWtr4J:9(c , r»»tJfJ:(.>. 

i o o (db£® i o 5 jcj; 9 , §g&tf fg^imstss 
i oofio^y i o efcSBBTSiStcLfc&ofco 
i,»r»Wl/fc3W. *|6iH»ctiKBBe3*ittt». fca 

a, io5% 4 fetstiss i o o KKwsftfe 

OK. £8Wffl=t«K2 0 0**l>titHHItttt»£118R 
ft 3 0 0 (CKtf, SAtSS%»««$^g2 0 0 10 

*y 2 o 5 *&^ffimam*mmta o o (^©^ 

*y 3 0 3fc«HWS«fc5fcL-CfcJ:t». coft^a, 

(»jffl#^o«*i»*{ciRo. nwa^gaiootcfi 

[006 2] 

fciBCC*. EH»-Ctt. »*HMM)*+*y? t ^trtLh8 

tfSCiJ&J-CtS. 20 

mmommasmi 



1 1-298470 
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2 ] a 1 fc*mts«8£a i o o ®mmm& 
[H3 1 b i K*rrmmw&t2 o o<DMvmmm® 
[04] si tcmt^mmm&wmft 300 ©to 



[05] H«ffi#i1t«a«#i^lD— castrate* 
100 fttsass 

10 1, 20 1 3L£t£l&ffi 
102. 203, 302 SSBE 
10 3. 204. 3 0 1 WH^ttM 
104 mm 
105 

106.205,303 y*'J 
1 0 7, 2 06 jIffflS 
20 0 ft*lB3$S 
20 2 ^^StSJ 

300 tt^gfew#ie««ft 
400 mmm 

5 0 0 fflOtmSSl 



[01] 




C9> 



ftWIW- 1 1-2 9847 0 




■.202 1 



3" C 



300 

/ 



